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Federal Communication Commission
Interference Statement

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used

in accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to
radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device
may not cause harmful interference, and (2) this device must accept any interference received, including interference
that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void
the user's authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to channels 1 through 11.
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Product Overview

Package Contents

DSL-500B Power Adapter CD-ROM with User Manual
ADSL Router

Twisted-Pair Cable Straight-Through CAT5
(for ADSL) Ethernet Cable

Warning: The Router must be used with the power adapter included with the device.

If any of the above items are missing, please contact your reseller.
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Product Overview

System Requirements

ADSL Internet Service

Computer With:
» 200MHz Processor
» 64MB Memory
= CD-ROM Drive
= Ethernet Adapter with TCP/IP Protocol installed
» Internet Explorer v6 or later, FireFox v1.5
» Windows 2000, Windows XP, or Windows Vista

D-LINK Click'n Connect Utility
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Product Overview

Features

PPP (Point-to-Point Protocol) Security
The DSL-500B ADSL Router supports PAP (Password Authentication Protocol), CHAP (Challenge Handshake
Authentication Protocol), and MS-CHAP for Point-to-Point Protocol connections.

DHCP Support
Dynamic Host Configuration Protocol automatically and dynamically assigns all LAN IP settings to each host on your
network. This eliminates the need to reconfigure every host whenever changes in network topology occur.

Network Address Translation (NAT)

For small office environments, the DSL-500B allows multiple users on LAN to access the Internet concurrently
through a single Internet account. This provides Internet access to everyone in the office for the price of a single
user. NAT improves network security in effect by hiding the private network behind one global and visible IP
address. NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.

TCP/IP (Transfer Control Protocol/Internet Protocol)
The DSL-500B supports TCP/IP protocol, the standard language used for Internet access. It is compatible with
access servers manufactured by major vendors.

RIP-1/RIP-2 (Routing Information Protocol)
The DSL-500B supports both RIP-1 and RIP-2 exchanges with other routers. Using both versions lets the Router to
communicate with all RIP enabled devices.

Static Routing

This allows you to select a data path to a particular network destination that will remain in the routing table and
never “age out”. If you wish to define a specific route that will always be used for data traffic from your LAN to a
specific destination within your LAN (for example to another router or a server) or outside your network (to an ISP
defined default gateway for instance).
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Product Overview

Default Routing
This allows you to choose a default path for incoming data packets for which the destination address is unknown.
This is particularly useful when/if the Router functions as the sole connection to the Internet.

ATM (Asynchronous Transfer Mode)
The DSL-500B supports Bridged Ethernet over ATM (RFC1483), IP over ATM (RFC1577), and PPP over
ATM (RFC 2364).

Precise ATM Traffic Shaping
Traffic shaping is a method of controlling the flow rate of ATM data cells. This function helps to establish the Quality
of Service for ATM data transfer.

G.hs (Auto-handshake)
This allows the Router to automatically choose either the G.lite or G.dmt ADSL connection standards.

High Performance
The Router provides up to 8 Mbps downstream bit rate using the G.dmt standard.

Full Network Management
The DSL-500B incorporates SNMP (Simple Network Management Protocol) support for web-based management
and text-based network management.

Telnet Connection
Telnet enables a network manager to access the Router's management software remotely.

Easy Installation
The DSL-500B uses a web-based graphical user interface program for convenient management access and easy
set up. Any common web browser software can be used to manage the Router.
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Hardware Overview

Rear Panel (Connections)

LAN Port Reset Button
Use the Ethernet ports to connect To manually reset, depress
the Router to a computer or an button with the power on for

Ethernet LAN.

about five to seven seconds.

ADSL Port

Use the ADSL cable to connect
to a compatible telephone line
(RJ-11 port).

Power Button Power Outlet

Push to power-on the Router. Use the included adapter
Push again to power-off the to connect the Router to a
Router. power source.

D-Link DSL-500B User Manual
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Hardware Overview

Front Panel (LED Indicators)

Internet
ADSL2+ Router DSL-500B

LED Color Status | Description
Power Off Power not supplied.
Green X .
On Power is supplied.
Red On During power on self-test, or software update
LAN Off No LAN link.
Green | Blink Data is being transmitted through the LAN interface.
On LAN link is established and active.
DSL Off DSL line is disconnected.
Green | Blink DSL line is initializing.
On DSL line is connected.
Internet Off The device is running under Bridge mode, a DSL connection is not present, or the power is off.
Green | Blink DSL traffic is flowing.
On The device is connected, and has an IP.
Red On The device attempted to connect, but failed.

D-Link DSL-500B User Manual
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Installation

Overview

This section will walk you through the installation process. Placement of the ADSL Router is very important. Do not
place the Router in an enclosed area such as a closet, cabinet, or in the attic or garage. Place the ADSL Router in a
location where it can be easily connected to Ethernet devices, the telephone line as well as to a power source.

Installation Notes

Please read and make sure you understand all the prerequisites for proper installation of your new Router.
Have all the necessary information and equipment on hand before beginning the installation.

In order to establish a connection to the Internet it will be necessary to provide information to the Router that will
be stored in its memory. For some users, only their account information (Username and Password) is required. For
others, various parameters that control and define the Internet connection will be required. You can print out the
two pages below and use the tables to list this information. This way you have a hard copy of all the information
needed to setup the Router. If it is necessary to reconfigure the device, all the necessary information can be easily
accessed. Be sure to keep this information safe and private.

Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering
mechanism may be necessary to avoid mutual interference. A low pass filter device can be installed for each
telephone that shares the line with the ADSL line. These filters are easy to install passive devices that connect to
the ADSL device and/or telephone using standard telephone cable. Ask your service provider for more information
about the use of low pass filters with your installation.

Operating Systems

The DSL-500B uses an HTML-based web interface for setup and management. The web configuration manager
may be accessed using any operating system capable of running web browser software, including Windows 98 SE,
Windows ME, Windows 2000, Windows XP, and Windows Vista.
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Installation

Web Browser

Any common web browser can be used to configure the Router using the web configuration management software.
The program is designed to work best with more recently released browsers such as Opera, Microsoft Internet
Explorer® version 6.0, Netscape Navigator® version 6.2.3, or later versions. The web browser must have JavaScript
enabled. JavaScript is enabled by default on many browsers. Make sure JavaScript has not been disabled by other
software (such as virus protection or web user security packages) that may be running on your computer.

Ethernet Port (NIC Adapter)

Any computer that uses the Router must be able to connect to it through the Ethernet port on the Router. This
connection is an Ethernet connection and therefore requires that your computer be equipped with an Ethernet
port as well. Most notebook computers are now sold with an Ethernet port already installed. Likewise, most fully
assembled desktop computers come with an Ethernet NIC adapter as standard equipment. If your computer does
not have an Ethernet port, you must install an Ethernet NIC adapter before you can use the Router. If you must
install an adapter, follow the installation instructions that come with the Ethernet NIC adapter.

Additional Software

It may be necessary to install software on your computer that enables the computer to access the Internet.
Additional software must be installed if you are using the device as a simple bridge. For a bridged connection, the
information needed to make and maintain the Internet connection is stored on another computer or gateway device,
not in the Router itself.

If your ADSL service is delivered through a PPPoE or PPPOA connection, the information needed to establish and
maintain the Internet connection can be stored in the Router. In this case, it is not necessary to install software on
your computer. It may, however, be necessary to change some settings in the device, including account information
used to identify and verify the connection.

All connections to the Internet require a unique global IP address. For bridged connections, the global IP settings
must reside in a TCP/IP enabled device on the LAN side of the bridge, such as a PC, a server, a gateway device
such as a router or similar firewall hardware. The IP address can be assigned in a number of ways. Your network
service provider will give you instructions about any additional connection software or network configuration that
may be required.
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Installation

Information Required
from ADSL Service Provider

Username
This is the Username used to log on to your ADSL service provider's network. Your ADSL service provider uses this

to identify your account.

Password
This is the Password used, in conjunction with the Username above, to log on to your ADSL service provider’s
network. This is used to verify the identity of your account.

WAN Setting / Connection Type

These settings describe the method your ADSL service provider uses to transport data between the Internet and
your computer. Most users will use the default settings. You may need to specify one of the following WAN Setting
and Connection Type configuration (Connection Type settings listed in parenthesis):

= PPPoE/PPoA (PPPoE LLC, PPPoA LLC or PPPoA VC-Mux)

= Dynamic IP Address (1483 Bridged IP LLC, 1483 Bridged IP VC-Mux)

= Static IP Address (1483 Bridged IP LLC, 1483 Bridged IP VC-Mux, 1483 Routed IP LLC (IPoA) or 1483 Routed
IP VC-Mux)

= Bridge Mode (1483 Bridged IP LLC or 1483 Bridged IP VC Mux)

Modulation Type

ADSL uses various standardized modulation techniques to transmit data over the allotted signal frequencies.
Some users may need to change the type of modulation used for their service. The default DSL modulation (Auto
Synch-Up) used for the Router automatically detects all types of ADSL, ADSL2, and ADSL2+ modulation.

Security Protocol
This is the method your ADSL service provider will use to verify your Username and Password when you log on to
their network. Your Router supports the PAP and CHAP protocols.
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Installation

VPI

Most users will not be required to change this setting. The Virtual Path Identifier (VPI) is used in conjunction with
the Virtual Channel Identifier (VCI) to identify the data path between your ADSL service provider's network and your
computer. If you are setting up the Router for multiple virtual connections, you will need to configure the VPI and
VCI as instructed by your ADSL service provider for the additional connections. This setting can be changed in the
WAN Settings window of the web management interface.

VCI

Most users will not be required to change this setting. The Virtual Channel Identifier (VCI) used in conjunction with
the VPI to identify the data path between your ADSL service provider's network and your computer. If you are
setting up the Router for multiple virtual connections, you will need to configure the VPI and VCI as instructed by
your ADSL service provider for the additional connections. This setting can be changed in the WAN Settings window
of the web management interface.
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Installation

Information You Will Need About the DSL-500B

Username

This is the Username needed to access the Router's management interface. When you attempt to connect to the
device through a web browser you will be prompted to enter this Username. The default Username for the Router is
admin. This name cannot be changed.

Password
This is the Password you will be prompted to enter when you access the Router's management interface. The
default Password is admin. For security purposes, ensure to change this password.

LAN IP Addresses for the DSL-500B

This is the IP address you will enter into the Address field of your web browser to access the Router’s configu-
ration graphical user interface (GUI) using a web browser. The default IP address is 192.168.254.254. This may be
changed to suit any IP address scheme the user desires. This address will be the base IP address used for DHCP
service on the LAN when DHCP is enabled.

LAN Subnet Mask for the DSL-500B
This is the subnet mask used by the DSL-500B, and will be used throughout your LAN. The default subnet mask is
255.255.255.0. This can be changed later.
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Installation

Information You Will Need About Your LAN or Computer

Ethernet Network Interface Card (NIC)
If your computer has an Ethernet NIC, you can connect the DSL-500B to this Ethernet port using an Ethernet cable.
You can also use the Ethernet port on the DSL-500B to connect to other computer or Ethernet device.

DHCP Client Status

Your DSL-500B ADSL Router is configured to be a DHCP server, by default. This means that it can assign an IP
address, subnet mask, and a default gateway address to computers on your LAN. The default range of IP addresses
the DSL-500B will assign are from 192.168.254.1 to 192.168.254.253. Your computer (or computers) needs to be
configured to obtain an IP address automatically (that is, they must be configured as DHCP clients.)

It is recommended that you collect and record this information here, or in some other secure place, in case you have
to re-configure your ADSL connection in the future.

Once you have the above information, you are ready to setup and configure your DSL-500B ADSL Router.
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Installation

Device Installation

The DSL-500B maintains two separate interfaces: ADSL (WAN) and an Ethernet (LAN). Place the Router in a
location where it can be easily connected to Ethernet devices, the telephone line, and a power source.

The Router can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the front of
the device, should you ever need to view them for troubleshooting.

Power On

The Router must be used with the power adapter included with the device.

1. Connect the power adapter to the Power receptacle (12V DC, 1A) on the rear panel of the Router and plug the
other end of the power adapter to a wall outlet or power strip.

2. Push the On/Off button on the rear panel of the Router to turn the power on.

3. The Power LED on the front panel will turn bright green to indicate the device is powered on.

4. If the Ethernet port is connected to a working device, check the LAN LED indicator to make sure the connection
is valid. The Router will attempt to establish the ADSL connection, if the ADSL line is connected and the Router is

properly configured, the ADSL LED will light up after several seconds. If this is your first time installing the device,
some settings may need to be changed before the ADSL Router can establish a connection.
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Installation

Factory Reset

The Router may be reset to the original factory default settings through the following actions.

1. Press and hold the reset button while the device is powered off using a paper clip or similar object.
2. Turn on the power and the router will restart. Observe the Power LED to verify.

3. Wait for 5~8 seconds and then release the reset button.

4. The device settings will be restored to the factory default IP address 192.168.254.254 and the subnet mask is
255.255.255.0. The default username and password is admin and admin.

Note: A factory reset will erase the current configuration settings and reset them to the default settings.

After restarting your DSL-500B ADSL Router, log in to the router’s web-based interface and use the Setup Wizard
to configure the basic settings.
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Installation

Network Connections

Connect ADSL Line

Use the ADSL cable included with the Router to connect it to a telephone wall socket or receptacle. Plug one end
of the cable into the ADSL port (RJ-11 receptacle) on the rear panel of the Router and insert the other end into the
RJ-11 wall socket. If you are using a low pass filter device, follow the instructions included with the device or given
to you by your service provider. The ADSL connection represents the WAN interface, the connection to the Internet.
It is the physical link to the service provider’s network backbone and ultimately to the Internet.

Connect Router to Ethernet

The Router may be connected to a single computer or Ethernet device through the 10/100BASE-TX Ethernet port
on the rear panel. Any connection to an Ethernet concentrating device such as a switch or hub must operate at

a speed of 10/100 Mbps only. When connecting the Router to any Ethernet device that is capable of operating at
speeds higher than 10Mbps, be sure that the device has auto-negotiation (NWay) enabled for the connecting port.
Use standard twisted-pair cable with RJ-45 connectors. The RJ-45 port on the Router is a crossover port (MDI-X).
Follow standard Ethernet guidelines when deciding what type of cable to use to make this connection. When
connecting the Router directly to a PC or server use a normal straight-through cable. You should use a crossover
cable when connecting the Router to a normal (MDI-X) port on a switch or hub. Use a normal straight-through cable
when connecting it to an uplink (MDI-1l) port on a hub or switch. The rules governing Ethernet cable lengths apply
to the LAN to Router connection. Be sure that the cable connecting the LAN to the Router does not exceed 100
meters.

Connect Hub or Switch to Router

Connect the Router to an uplink port (MDI-1l) on an Ethernet hub or switch with a straight-through cable. If you wish
to reserve the uplink port on the switch or hub for another device, connect to any of the other MDI-X ports (1x, 2x,
etc.) with a crossover cable.

Connect Computer to Router
You can connect the Router directly to a 10/100BASE-TX Ethernet adapter card (NIC) installed on a PC using the
Ethernet cable provided.
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Web Configuration

Introduction to Web Configuration

The first time you setup the Router. It is recommended that you configure the WAN connection using a single
computer, to ensure that both the computer and the Router are not connected to the LAN. Once the WAN
connection operates properly, you may continue to make changes to Router configuration, including IP settings and
DHCP setup.

Web-based Configuration Utility
Step 1
Open a web browser such as Internet Explorer on your computer.

File Edit ‘“iew Faworites Tools  Help

Step 2 , _ @ @ A L @ search 2 Favorit
Type 192.168.254.254 (DSL router default IP address) in the = - #l Q| j e P Favortes
address bar. The login page will appear. address | &) hetp:/j192.168.254.254/

Step 3 Connect to 192.168.254.254

Enter a user name and the password. The default username and
password of the super user are admin and admin. ﬁ
If you get a Page Cannot be Displayed error, please refer to the 1{'h B‘»
Troubleshooting section for information. -

. DSL Rout
Note: It is recommended to change these default values after o

logging in to the DSL router for the first time. User name: € THARFDLKTZ0090202 3
Step 4 Password: sesensnsenne|

Click OK to log in or click Cancel to exit the login page. [ Remember my password

After logging in to the DSL router as a super user, you can query,
configure, modify all configuration, and diagnose the system.

[ oK ] [ Cancel
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Web Configuration

Quick Setup

This chapter describes the various menus used to configure and monitor the Router, including how to change IP
settings and DHCP server setup.

Note: When subscribing to a broadband service, you should be aware of the method by which you are connected

to the Internet. Your physical WAN device can be Ethernet, DSL, or both. For example, your ISP should inform you
whether you are connected to the Internet by using a static or dynamic IP address, or the protocols, such as PPPOA
or PPPoE, which you use to communicate over the Internet.

Quick Setup enables fast and accurate configuration of your Internet connection and other important parameters.
The following sections describe these various configuration parameters.
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Web Configuration

Setting Up VPI/VCI and QoS
After logging in to the DSL router, if no PVC is configured previ-

ously and no default settings exist, the Quick Setup webpage
will appear This contains some basic configuration that is needed | ™™
by ATM PVC. The following introduction guides you through the
necessary steps to configure your DSL Router.

Device Info Quick Setup

m resoLrees, the numbsr of PYCs wil bs reduced

Based on your ISP's instructions, specify the following parameters: ety e D

= VPI (Virtual Path Identifier)- Virtual path between two points in
an ATM network. The valid value range is from 0 to 255.

= VCI (Virtual Channel Identifier)- Virtual channel between two
points in an ATM network. The valid value range is from 32 to
65535 (1 to 31 are reserved for known protocols).

= Enable Quality of Service- Enabling QoS for a PVC improves
performance for selected classes of applications. However,
since QoS also consumes system resources, the number of
PVCs are reduced consequently. Go to Advanced Setup >
Quality of Service to assign priorities for the applications.

Check the DSL Auto-connect box and then click Next.

If the ADSL connection is down, uncheck the DSL Auto-connect
and then click Next to manually assign the VPI and VCI values.
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Selecting the Connection Type and Encapsulation Mode
You can select your Internet connection type from the following
list. Each connection type corresponds to several encapsulation
modes:

PPP over ATM (PPPoA)
PPPoA Encapsulation Mode: VC/MUX, LLC/ENCAPSULATION

PPP over Ethernet (PPPOE)
PPPoE Encapsulation Mode: LLC/SNAP-BRIDGING, VC/MUX

MAC Encapsulation Routing (MER)
MER Encapsulation Mode: LLC/SNAP-BRIDGING, VC/MUX

IP over ATM (IPoA)
IPoA Encapsulation Mode: LLC/SNAP-ROUTING, VC/MUX

Bridging
Bridging Encapsulation Mode: LLC/SNAP-BRIDGING, VC/MUX

For example, change the connection type of PVC 0/35 to Bridging.

Select Bridging, and set Encapsulation Mode to LLC/SNAP-
BRIDGING (depending on the uplink equipment).

Connection Type

Select the type of network protocol for IP over Ethernet as WaN interface

' PPP over ATM (PPPoA)

' PPP over Ethernet (PPPGE)

€ MAC Encapsulation Routing (MER)
C IP over ATM (IPo)

@& Bridging

Encapsulation Mode
|LLC/SNAP-ERIDGING =|

Back | Next I
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PPP over ATM (PPPoA)

Step 1
In the PVC and its QoS configuration page, configure a PVC and
its QoS.

Step 2

In the Internet connection type and encapsulation mode page, set
the Connection Type to PPP over ATM (PPPoA) and select the
desired Encapsulation Mode from the drop-down box and click

Connection Type

Select the type of network protocol for IP over Ethernet as WaN interface
'(: PPP over ATM (PPPOA)

' PPP over Ethernet (PPPoE)

€ MAC Encapsulation Routing (MER)

C 1P over ATM (IPoA)

€ Bridging

Encapsulation Mode

Next to continue. [VC/mUx ia|
Back | Nextl
Step 3
The PPP Username and Password page will appear. Update the
following fields and click Next to continue.
Your ISP should provide you with the following information:
PPP Username and Password
L P P P Use rname ﬁPP usua_lgyéeqwres that you have a user name and password to establish your connection. In the boxes below, enter the user name and password that your ISP
as provided to you.
= PPP Password
= Authentication Method P Usemame: |
PPP Password: I—
Authentication Method: |AUTO =l
You can also select another service function as follows: = oeren demana i i timeout enen
= Dial on demand (with idle timeout timer) T
= PPP [P extension
u USG Statlc |P AddreSS [T Retry PPP password on authentication error
= Retry PPP password on authentication error F e
= Enable PPP debug mode gk et |
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Step 4 Enable IGMP Multicast, and WAN Service

To use IGMP service on PPPoA PVC, check the Enable IGMP Enable IGMP Muticast ]

Multicast and the Enable WAN Service box and enter a Service b WAl senice
Name Service Name

PPPoE Link Setting

Note: Do not modify the default MTU value setting unless your ISP
advises you to change it.

Click Next to continue.
Device Setup
Step 5 Configure the DSL Router IP Address and Subnet Mask for LAN interface.
Enter the IP Address and Subnet Mask for the LAN interface. In ¥ #ddress [192.168.254.254
. . . bnet Mask: . . .
addition, you can either enable or disable the DHCP server. SubnetMaskc  [255.255.255.0
{" Disable DHCP Server
" o arje
To enable the DHCP server, enter a start and end IP address, and Ef:j';ﬂjj:sj"rlwz —
the Subnet Mask of the Router. You may also choose to change End 1P Address:  [192.168.254.253
the default value of the lease time. Subnet Mask:  [255.255.255.0
Leased Time (hour) :|24
Click Next to continue.
7] configure the second IP Address and Subnet Mask for LAM interface
Backl Ne:-:tl
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PPPOA Summary WAN Setup - Summary
ThlS Summary WindOW a"OWS yOU to Conﬁrm your PPPOA Make sure that the settings below match the settings provided by your ISP.
settings. PORT / VPI [ VCI: [0/ 0/ 35
Click Save/Reboot to save your new PPP over ATM settings i“'f"“;:“ R PPPoA —
rvice Name: pppoa_0_0_35_

and restart the Router. Service Category: | UaR

IP Address: Automatically Assigned

Service State: Enabled

NAT: Enabled

Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: | Disabled

Click "Save/Reboot” to save these settings and reboot router. Click "Back™ to make any modifications.
NOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot.

Elack' Save/Reboot |
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PPP over Ethernet (PPPoOE)

Step 1
In the PVC and its QoS configuration page, configure a PVC and
its QoS.

Step 2

In the Internet connection type and encapsulation type page, set
the Connection Type to PPP over Ethernet (PPPoE) and select
the Encapsulation Mode from the drop-down box and click Next
to continue.

Step 3
The PPP Username and Password page will appear. Update the
following fields and click Next to continue.

Your ISP should provide you with the following information:

= PPP Username
= PPP Password
= Authentication Method

You can also select another service function as follows:

= Dial on demand (with idle timeout timer)

» PPP IP extension

= Use Static IP Address

» Retry PPP password on authentication error
» Enable PPP Debug Mode

Connection Type

Select the type of network protocol for 1P over Ethernet as WAN interface
€ PPP over ATM (PPPo&)

€ MAC Encapsulation Routing (MER)

€ 1P over ATM (IPo&)

C Bridging

Encapsulation Mode
[LLC/SNAP-BRIDGING |

Back | Next I

PPP Username and Password

PPP usually requires that you have a user name and password to establish your connection. In the
boxes below, enter the user name and password that your ISP has provided to you.

PPP Username: |
PPP Password: |
PPPoE Service Name: |

Authentication Method: [AUTO =l

MTU[1-65535]: |1492

[T Enable Fullcone NAT

[T Dial on demand (with idle timeout timer)

[T PPP IP extension

[T Use Static IP Address

[T Retry PPP password on authentication error
[T Enable PPP Debug Mode

[T Bridge PPPoE Frames Between WAN and Local Ports (Default Enabled)

Back | Next |
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Step 4 Enable IGMP Multicast, and WAN Service
To use IGMP service on PPPoE pvc, check the Enable IGMP Enable IGMP Mukicast [
Multicast and the Enable WAN Service box and enter a Service

Enable WAN Service

Name- Service Name pppoe_0_0_35_1

PPPoE Link Setting

Note: Do not modify the default MTU value setting unless your ISP

advises you to change it. ik
Click Next to continue.
Step 5 Device Setup
Enter the |P Address and Subnet Mask for the LAN interface_ |n Configure the DSL Router IP Address and Subnet Mask for LAN interface.
addition, you can either enable or disable the DHCP server. IP Address: [192.168.254.254

Subnet Mask: |255.255.255.D

To enable the DHCP server, enter a start and end IP address, and  « ;e ouce server
the Subnet Mask of the Router. You may also choose to change @ Enable DHCP Server

the default value of the lease time. Start IP Address:  [192.168.25¢.1
End IP Address: |192.168.254.253

. . Subnet Mask: |255.255.255.EI
CI|Ck Next tO Cont|nue. Leased Time (hnur):|24

7] configure the second IP Address and Subnet Mask for LAM interface

Backl Ne:-:tl
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WAN Setup - Summary

PPPoE Summary
ThlS Summary WindOW a"OWS yOU to Conﬁrm your PPPOE Make sure that the settings below match the settings provided by your ISP.
settings. PORT / VPL / VCL: [0/ 0/ 35
Connection Type: |PPFOE

Click Save/Reboot to save your new PPPoE settings and ~ [evicefiame: | ppooe 0,935 1
restart the Router. Sefvice Gategory: | UBR

IP Address: Automatically Assigned
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: | Disabled

Click "Save/Reboot” to save these settings and reboot router. Click "Back” to make any modifications.
MOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot.

Elackl Save/Reboot |
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MAC Encapsulation Routing (MER)

Step 1
In the PVC and its QoS configuration page, configure a PVC and
its QoS.

Step 2

In the Internet connection type and encapsulation type page, set
the Connection Type to MAC Encapsulation Routing (MER) and
select the Encapsulation Mode from the drop-down box and click
Next to continue.

Connection Type

Select the type of network protocol for IP over Ethernet as WAN interface
' PPP over ATM (PPPoA)
€ PPP over Ethernet (PPROE)

.(3' MAC Encapsulation Routing (MER)

€ 1P over ATM (IPod)

€ Bridging

Encapsulation Mode

Step 3 [LLC/SNAP-BRIDGING ]
The WAN IP configuration page will appear. Select the service
function as follows: (Back [ et
= Obtain an IP address automatically (use DHCP to obtain WAN
IP)
= Use the following IP address (use static WAN [P)
= Obtain default gateway automatically (use DHCP to obtain
gateway IP)
= Use the following default gateway (use static gateway IP)
= Obtain DNS server addresses automatically (use DHCP to
obtain DNS server IP)
= Use the following DNS server addresses (use static DNS
server |P)
Click Next to continue.
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Step 4 Network Address Translation Settings

. Network Address Translation (MAT) allows you to share one Wide Area Network (WAN) IP address for multiple computers on your Local Area Metwork (LAN).
To use IGMP service on MER pvc, check the Enable IGMP
Multicast box.

Enable NAT M

Enzble Firewall [@

In the MER mode, you can configure the following functions: i s ad i seee

Enable IGMP Mufticast [T

Enable WAN Service [#

u Enable NAT Service Name: W
= Enable Firewall

Click Next to continue.
Step 5 Device Setup
Enter the |P Address and Subnet Mask for the LAN interface_ |n Configure the DSL Router IP Address and Subnet Mask for LAN interface.
addition, you can either enable or disable the DHCP server. IP Address: [192.168.254.254
Subnet Mask: |255.255.255.D
To enable the DHCP server, enter a start and end IP address, O Dissble DHCP Server

and the Subnet Mask. You may also choose to change the default & enable bHep server

value of the lease time. Click Next to continue. Start IP Address:  [192.166.25¢.1
End IP Address: |192.168.254.253

Subnet Mask: |255.255.255.EI
Leased Time (hour) :|24

7] configure the second IP Address and Subnet Mask for LAM interface

Backl Ne:-:tl
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WAN Setup - Summary

MER Summary

ThlS Summary WindOW a"OWS yOU to Confil‘m your MER Make sure that the settings below match the settings provided by your ISP.
settings. PORT / VPI [ VCE: |0/ 0/ 35
Connection Type: |MER

Service Name: mer_0_0_35

Click Save/Reboot to save your new MER settings and
restart the Router.

Service Category: |UBR

IP Address: Automatically Assigned
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: | Disabled

Click "Save/Reboot” to save these settings and reboot router. Click "Back™ to make any modifications.
MOTE: The configuration process takes about 1 minute to complete and your DSL Router wil reboot.

Back | Save/Reboot |

D-Link DSL-500B User Manual 33



Web Configuration

IP over ATM (IPoA)

Connection Type

Step 1
In the PVC and its QoS configuration page, configure a PVC and its L FRP ek AT PPROR)
QoS. € PPP over Ethernet (FPPOE)

€ MAC Encapsulation Routing (MER)
Step 2 .
In the Internet connection type and encapsulation type page, setthe =~ =7 ™
Connection Type to IP over ATM (IPoA) and select the © Bridging

Encapsulation Mode from the drop-down box.

Encapsulation Mode

Select the type of network protacol for IP over Ethernet as WAN interface

) ) [LLC/SNAP-ROUTING |
Click Next to continue.
Back | Next,
Step 3 o
The WAN IP configuration page WiII appear. - e “‘!Dw]Spct:a:;:::fzt::ﬁ:‘:?::a‘;f:‘:?ihe DNS effects the whole system. Configuring them with static values wil disable
e, EE
You can select the following service functions: :
= Use the following IP address (Static WAN IP) Vool —
= Use the following default gateway (Static gateway IP) S
= Use the following DNS server addresses (Static DNS server IP)
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Step 4

Click Next and the IPoA IGMP and WAN function configuration

page will appear.

To use IGMP service on IPoA pvc, check the Enable IGMP

Multicast box.

In the IPOA mode, you can configure the following functions:

= Enable NAT
= Enable Firewall

Click Next to continue.

Step 5

Enter the IP Address and Subnet Mask for the LAN interface. In
addition, you can either enable or disable the DHCP server.

To enable the DHCP server, enter a start and end IP address,
and the Subnet Mask. You may also choose to change the default

value of the lease time.

Click Next to continue.

Network Address Translation Settings

Network Address Transkstion (NAT) allows you to share one Wide Area Network (WAN) P address for multiple computers on your Loca

Enable NAT &

Enable Frewall 7/

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [
Enable WAN Service |21

Servica Name: ipoa_0_0_35
Back| Next

Device Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface.

IP Address: |192.168.254.254
Subnet Mask: |255.255.255.D

' Disable DHCP Server
¥/ Enable DHCP Server

Start 1P Address: |192.168.254.1
End IP Address: |192.168.254.253
Subnet Mask: |255.255.255.EI
Leased Time (hour) :|24

7] configure the second IP Address and Subnet Mask for LAM interface

Area Network (LAN).

Backl Ne:-:tl
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IPOA Summary WAN Setup - Summary
ThlS Summary WindOW a"OWS yOU to Conﬁrm your |P0A Make sure that the settings below match the settings provided by your ISP.
settings. PORT / VPI / VCE: [0/ 0/ 35

Connection Type: |IFoA
Click Save/Reboot to save your new IPoA settings and Service Name:  |ipoa 0_0_35

restart the Router. R "
IP Address: 10.1.1.15
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: | Disabled

Click "Save/Reboot” to save these settings and reboot router. Click "Back”™ to make any modifications.
MOTE: The configuration process takes about 1 minute to complete and your DSL Router wil reboot.

Backl Save/Reboot I
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Bridging

Step 1
In the PVC and its QoS configuration page, configure a PVC and
its QoS.

Step 2

In the Internet connection type and encapsulation type page, set
the Connection Type to Bridging and select the Encapsulation
Mode. Click Next to continue.

Step 3

The Bridging service configuration page will appear. Select the
Enable Bridge Service check box and then enter the Service
Name.

Click Next to continue.

Step 4
Enter the Router's IP Address and Subnet Mask for your LAN,
and then click Next to continue.

Connection Type

encapsulation mode over the ATM PYC that your ISP has instructed v

r PPROE, MER. and Bricging.

) PPP over ATM (PFFoA)

© PPP over Ethernet (PPPOE)

© MAC Encapsulation Routing (MER)
O 1P over ATM (IPoA)

® Bridging

Encapsulation Mode
f_I.LCfSHAP—BRIIGIm ¥

Unselect the check box below to disable this WAN service

Enable Bridge Service:

Service Name: ibr_O_D_BS

Device Setup

Configura the DSL Router IP Address and Subnat Mask for your Local Area Network {LAN).

P Address: 192.168,254.254

Subnet Mask: 255.255.255.0

Back I Hext
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WAN Setup - Summary

Bridging Summary
ThlS Summary WindOW a"()WS yOU tO Conﬁrm your Brldge Make sure that the settings below match the settings provided by your ISP.
settings. PORT / VPI / VICE: [0/ 0/ 35
Connection Type: |Bridge
Service Name: br_0_0_35
Service Category: |UBR

Click Save/Reboot to save your new Bridging settings

and restart the Router. b Addrees: R ——
Service State: Enabled
NAT: Disabled
Firewall: Disabled

IGMP Multicast: Mot Applicable
Quality Of Service: | Disabled

Click "Save/Reboot” to save these settings and reboot router. Click "Back™ to make any modifications.
MOTE: The configuration process takes about 1 minute to complete and your DSL Router wil reboot.

Back I Save/Reboot |
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DSL Router Device Information

Click Device Info and you can view the following information.

= Summary
= WAN

= Statistics
= Route

= ARP

= DHCP

Summary of Device Information

Select Summary and the Device Info page will appear. This | DLk
displays the current status of your DSL connection, including the . _ _
. . Device Info Device Info
software version, LAN IP address, and DNS server address. Summary
Board ID: DSL-5008
WAN Software Version: BCM-1.1.TM-20090217
= LAN IP Address: This is the management IP address. Statistics Bootloader (GFE) Version: 1.0.37-10.3

Route
ARP This information reflects the current status of your DSL connection.

= Default Gateway: In the bridging mode there is no gateway DHCP TS re——
address. In other modes, it is the address of the uplink Advanced Setup Line Rate - Downstream (Kbps):
. e LAN TP Address: 192.168.254.254
equipment, for example, PPPoE/PPPOA. Management v TR
Default Gateway:
= DNS Servers: In the PPPoE and PPPoA mode, the Primary S L 192.168.254.254
Secondary DNS Server: 192.168.254.254

and Secondary DNS Server addresses are obtained from the
uplink equipment. In the Bridging mode, there are no DNS
Server address and you can manually enter the information.
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WAN Interface Information

Select Device Info > WAN. The WAN Info page will appear. It
displays the current status of your WAN connection, depending on
the selected connection type.

Statistics - LAN

Select Device Info > Statistics > LAN. The Statistics-LAN page
will appear. This page displays the Router’s LAN statistics.

Click Reset Statistics to refresh these statistics.

Statistics - WAN

Select Device Info > Statistics > WAN. The Statistics-WAN page
will appear. This page displays the Router's WAN statistics.

Click Reset Statistics to refresh these statistics.

Statistics - ATM

Select Device Info > Statistics > ATM. The Statistics-ATM page
will appear. This page displays the Router's ATM statistics.

Click Reset Statistics to refresh these statistics.

WAN Info

port/vpi/ver| 0% | category|  Service Interface | Protocol| Tomp | QoS | State | Status | %
0/0/35 1 UBR br_0_0_35 nas_0_0_35 Bridge N/A | Enabled | Enabled ADS\:|L‘-$Ink
0/8/35 1 UBR | pppoe_0_8_35_1 |ppp_0_8_35_1| PPPoE |Disabled | Enabled | Enabled A?fﬂh_ﬁ“”k
Statistics - LAN
Interface Received Transmitted
Bytes |Pkis|Errs|Drops|Bytes |Pkis|Errs|Drops
Ethernet (126285(999 |0 0 297923|737 |0 0
Reset Statistics
Statistics -- WAN
Service VPI/VCIProtocol| Interface | Received [ Transmitted
Bytes|Pkts|Errs|Drops|Bytes|Pkts|Errs|Drops
br_0_0_35 0/0/35| Bridge | nas_0_0_35 0 0|0 0 0 0| 0| 344
pppDe_D_B_35_1|DfBj’35 PPPoE ppp_0_8_35 1| 0 0|0 0 0 0|0 0
Reset Statistics |
ATM Interface Statistics
In Qut In In In Hec | InInvalid Vpi | In Port Not InPTI | InIdle | In Circuit InOAMRM | InGFC
Octets | Octets | Errors | Unknown | Errors Vi Errors Enable Errors Errors Cells | Type Errors CRC Errors Errors

0 0 0

0

0

0 0

0

0

AALS Interface Statistics

[In octets out octets|In Ucast Pkts [out Ucast Pkts|In Errors | Out Errors In Discards [ Out Discards |

Lo |

o |

0

[ o [

Lo |

o [ o

AALS5 VCC Statistics

VPI/VCI | CRC Errors

SAR Timeouts | Oversized SDUs

Short Packet Errors

Length Errors

0/35

0

0

0

0

0

8/35

0

0

0

0

0

Reset Statistics
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Statistics - ADSL

Select Device Info > Statistics > ADSL. The Statistics - ADSL
page will appear. This page displays the Router's ADSL statistics.
Click Reset Statistics to refresh these statistics.

Click ADSL BER Test to access the ADSL Bit Error Rate Test
window.

ADSL BER Test

The ADSL Bit Error Rate (BER) test determines the quality of

the ADSL connection. The test is done by transferring idle cells
containing a known pattern and comparing the received data with
this known pattern to check for any errors.

Click ADSL BER Test to perform a bit error rate (BER) test on the
DSL line.

The tested time (in seconds) can be 1, 5, 10, 20, 60, 120, 180, 240,

300, or 360. Select a time and click Start.
The following pages will appear.

Statistics — ADSL

Mode:

Line Coding:

Status: Link Down
Link Power State: LD

Downstream|Upstream

SHNR Margin (dB):
IAttenuation (dB):
iOutput Power (dBm):
iAttainable Rate (Kbps):
Rate (Kbps):

Super Frames:

Super Frame Errors:

RS Words:

RS Correctable Errors:
RS Uncorrectable Errors:

HEC Errors:
I0CD Errors:
LCD Errors:
Total Cells:
Data Cells:
Bit Errors:

Total ES:
Total SES:
Total UAS:

ADSL BER Test Reset Statistics

ADSL BER Test - Start
The ADSL Bit Error Rate (BER) test determines the quality of the ADSL connection. The test
is done by transferring idle cells containing a known pattern and comparing the received

data with this known pattern to check for any errors.

Select the test duration below and click "Start".

Tested Time (sec): |2D vl
Star‘tl Close |
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Note: If the BER reaches e-5, you cannot access the Internet.

Route Table Information

Select Device Info > Route. The Device-Route page will appear if
the system is in the default configuration.

ARP Table Information

Select Device Info > ARP. This page displays information on the
Address Resolution Protocol (ARP).

DHCP Information

Select Device Info > DHCP. This page displays the DHCP lease
information.

ADSL BER Test - Result

The ADSL BER test completed successfully.

Test Time (sec): 20
Total Transferred Bits: | 0x0000000000000000
Total Error Bits: 0x0000000000000000

Error Ratio:

Not Applicable

Device Info —- Route

Close

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate

D - dynamic (redirect), M - modified (redire

ct).

Destination | Gateway | Subnet Mask | Flag | Metric | Service | Interface

192.168.254.0 | 0.0.0.0 | 255.255.255.0 (U |0 br0
Device Info —- ARP
IP address Flags HW Address Device

192.168.254.15 | Complete

00:1D0:0F:19:91:C1 | bro

Device Info - DHCP Leases

Hostname | MAC Address

IP Address

Expires In
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Advanced Setup

This chapter includes advanced features used for network management and security as well as administrative tools
to manage the Router, view status and other information which is used to examine the performance and for
troubleshooting.

WAN Configuration

Select Advanced Setup > WAN. This page allows you to modify

and configure the WAN interface. Eoete
. ::’: Port/Vpi/Vci c]“[;" Category Service Interface | Protocol || Igmp | Qos | State |Remove| Edit
Note: After a PVC is deleted or modified, the system must be ey wiss | s | e | boos | meonss | e | A |cod cne] O | ]
. g . a_ of Service 0/8/35 1 UBR pppoe_0_8 35_1|ppp_0_8 35 1| PPPoE Disabled | Enabled | Enabled ﬂl
rebooted. Otherwise, the modification does not take effect. -
O , E:f A_ddl Remove Save/Reb

Click Add, Edit, or Remove to configure your WAN interface.

Click Save/Reboot to save the modification, and reboot the
modem to make the modification effective.

If you are setting up the WAN interface for the first time, click Add
and the ATM PVC Configuration page will appear.

D-Link DSL-500B User Manual 43



Web Configuration

In this page, you can modify VPI/VCI, service categories, and QoS. e pe  ATH VGt PR V¥ Y s et i e i i

wrioass] b
VPI: Virtual path between two points in an ATM network. Its valid e
value range is from 0 to 255.

VCI: Virtual channel between two points in an ATM network. Its
valid value range is from 32 to 65535 (1 to 31 are reserved for
known protocols).

Service Category: UBR Without PCR/UBR With PCR/CBR/Non
Realtime VBR/Realtime VBR.

Enable Quality Of Service: Enable or disable QoS.

After the modifications, click Next and the Connection Type page e

will appear. St e f ek ol st ok e e ATH PG o 15 o v
This page allows you to select the appropriate connection type.

The choices include PPP over ATM (PPPoA), PPP over Ethernet A A i R0

(PPPoOE), MAC Encapsulation Routing (MER), IP over ATM O 1P over ATH (P

(IPoA), and Bridging (default). ® bridging

Encapsulation Mode

Select the desired Encapsulation Mode from the drop-down box [LLC/ SNAP-BRIBG T
and then click Next to continue.

Refer to the Quick Setup section for more information on the five
connection types available in the Router.
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LAN Configuration

Select Advanced Setup > LAN and the Local Area Network
(LAN) Setup page will appear. Here you can modify and configure
the IP Address, DHCP Server and enable IGMP Snooping.

Note: The most convenient way to manage your network is to use
the default settings along with the DHCP services. In order to use

the Router for DHCP settings, the IP address used for DHCP must
be compatible with the IP address of the Router. The IP addresses
available in the DHCP IP address pool will change automatically if
you change the IP address of the Router.

When you are finished, click either Save to save the LAN configu-
ration or Save/Reboot to save the data and reboot the Router.

Local Area Network (LAN) Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface. Save button only saves the LAN configuration data.

Save/Reboot button saves the LAN configuration data and reboots the router to make the new configuration effective.
1P Address: 192.168.254.254

Subnet Mask: 255.255.255.0

[T Enable IGMP Snooping

@ Standard Mode

€ Blocking Mode

€ Disable DHCP Server

@ Enable DHCP Server

Start 1P Address: IW
End IP Address: lm
Subnet Mask: lm
Leased Time (hour): :l24—

Reserve IP Address
Choose "Edit Reserved IP Address List" to configure Reserved IP Address List.

MOTE1:You can max reserve 10 ip address and special mac.
MNOTE2:When you added a new reserve ip.You must reboot system to active it.

Edit Reserved IP Address List

[ configure the second IP Address and Subnet Mask for LAN interface

Save Save/Reboot |
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NAT

Note: You must enable the NAT service when you configure the WAN connection at first. The NAT item will then
appear in the Advanced Setup directory. In the pure bridging mode, there is no NAT service.

Overview - Setting up the NAT Function

The DSL router is equipped with the Network Address Translation (NAT) function. With address mapping, several
users in the local network can access the Internet via one or more public IP addresses. All the local IP addresses
are assigned to the public IP address of the router by default.

One of the characteristics of NAT is that data from the Internet is not allowed into the local network unless it is
explicitly requested by one of the PCs in the network. Most Internet applications can run behind the NAT firewall
without any problems. For example, if you request Internet pages or send and receive e-mails, the request for data
from the Internet comes from a PC in the local network, and so the router allows the data to pass through. The
router opens one specific port for the application. A port in this context is an internal PC address, via which the data
is exchanged between the Internet and a client on a PC in the local network. Communicating via a port is subject to
the rules of a particular protocol (TCP or UDP).

If an external application tries to send a call to a PC in the local network, the router blocks it. There is no open port
via which the data could enter the local network. Some applications, such as games on the Internet, require several
links (that is, several ports), so that players can communicate with each other. In addition, these applications must
also be permitted to send requests from other users on the Internet to users in the local network. These applications
cannot run if NAT is activated.
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Using port forwarding (the forwarding of requests to particular ports), the router is forced to send requests from

the Internet for a certain service, for example, a game, to the appropriate port(s) on the PC on which the game is
running. Port triggering is a special variant of port forwarding. Unlike port forwarding, the DSL router forwards the
data from the port block to the PC which has previously sent data to the Internet via a certain port (trigger port). This
means that approval for the data transfer is not tied to one specific PC in the network, but rather to the port numbers
of the required Internet service.

Where configuration is concerned, you must define a so-called trigger port for the application and also the protocol
(TCP or UDP) that this port uses. You then assign the public ports that are to be opened for the application to this
trigger port. The router checks all outgoing data for the port number and protocol. If it identifies a match of port and
protocol for a defined trigger port, then it opens the assigned public ports and notes the IP address of the PC that
sent the data. If data comes back from the Internet via one of these public ports, the router allows it to pass through
and directs it to the appropriate PC. A trigger event always comes from a PC within the local network. If a trigger
port is addressed from outside, the router simply ignores it.

Note:

= An application that is configured for port triggering can only be run by one user in the local network at a time.

= After public ports are opened, they can be used by unauthorized persons to gain access to a PC in the local
network.

= When the DSL router is supplied, the NAT function is activated. For example, all IP addresses of PCs in the
local network are converted to the public IP address of the router when accessing the Internet. You can use
NAT settings to configure the DSL router to carry out the following tasks.

= For functions described as follows, IP addresses of the PCs must remain unchanged. If the IP addresses of the
PCs are assigned via the DHCP server of the DSL router, you must disable DHCP server as the settings in the
local network menu entry for the lease time or assign static IP addresses for the PCs.

» You can enable or disable the NAT function. By default, the NAT function is enabled.
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NAT - Virtual Server Setup

By default, DSL router blocks all external users from connecting or communicating with your network. Therefore, the
system is safe from hackers who may try to intrude into the network and damage it.

However, you may want to expose your network to the Internet in limited and controlled ways in order to enable
some applications to work from the LAN (for example, game, voice, and chat applications) and to enable Internet
access to servers in the home network. The port forwarding feature supports both functions. This topic is also
referred as Local Servers.

The port forwarding page is used to define applications that require special handling by DSL router. All you need to
do is to select the application protocol and the local IP address of the computer that is using or providing the service.
If required, you may add new protocols in addition to the most common ones provided by DSL router.

For example, if you wanted to use a file transfer protocol (FTP) application on one of your PCs, you would simply
select FTP from the list and enter the local IP address or host name of the designated computer. All FTP-related
data arriving at DSL router from the Internet henceforth is forwarded to the specific computer.

Similarly, you can grant Internet users access to servers inside your home network, by identifying each service and
the PC that provide it. This is useful, for example, if you want to host a Web server inside your home network.

When an Internet user points his/her browser to DSL router external IP address, the gateway forwards the incoming
HTTP request to your Web server. With one external IP address (DSL router main IP address), different applications
can be assigned to your LAN computers, however each type of application is limited to use one computer.

For example, you can define that FTP uses address X to reach computer A and Telnet also uses address X to
reach computer A. But attempting to define FTP to use address X to reach both computer A and B fails. DSL router,
therefore, provides the ability to add additional public IP addresses to port forwarding rules, which you must obtain
from your ISP, and enter into the IP addresses pool. Then, you can define FTP to use address X to reach computer
A and address Y to reach computer B.

D-Link DSL-500B User Manual 48



Web Configuration

Additionally, port forwarding enables you to redirect traffic to a different port instead of the one to which it was desig-
nated. For example, if you have a Web server running on your PC on port 8080 and you want to grant access to this
server to any one who accesses DSL router via HTTP.

To accomplish this, do as follows:

Step 1
Define a port forwarding rule for the HTTP service, with the PC IP or host name.

Step 2
Specify 8080 in the Forward to Port field.

All incoming HTTP traffic is forwarded to the PC running the Web server on port 8080. When setting a port
forwarding service, ensure that the port is not used by another application, which may stop functioning. A common
example is when using SIP signaling in Voice over IP, the port used by the gateway VolP application (5060) is the
same port, on which port forwarding is set for LAN SIP agents.

Note: Some applications, such as FTP, TFTP, PPTP and H323, require the support of special specific application
level gateway (ALG) modules in order to work inside the home network. Data packets associated with these appli-
cations contain information that allows them to be routed correctly. An ALG is needed to handle these packets and
ensure that they reach their intended destinations. DSL router is equipped with a robust list of ALG modules in order
to enable maximum functionality in the home network. The ALG is automatically assigned based on the destination
port.

Virtual servers are configured for this purpose.
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Adding Port Forwarding

Step 1
To set up virtual servers for a service, go to Advanced Setup >
NAT > Virtual Servers, and then click Add.

Step 2
Select a service or enter a custom server.

Step 3
Set the Server IP Address.

Step 4

Enter the server IP address of the computer that provides the
service (the server in the local host field). Note that unless an
additional external IP address is added, only one LAN computer
can be assigned to provide a specific service or application.

Step 5
Set External Port Start and External Port End.

Step 6
Select a Protocol from the drop-down box.

Step 7
Set Internal Port Start and Internal Port End.

Step 8
Enter Remote IP.

Device Info NAT - Virtual Servers Setup

ming traffic from WAN side (identified by Protocol and External port) to the Intemal server with private IP address
equired only if the external port needs to be converted to a different port number used by the server on the LAN
nfigured.

NAT _Add| _Remove

Virtual Server alow o die.
WAN on the LAN side. The Intamal p
side. A maximum 32 entries can

== Server External Port External Port
Port Triggering Name Start End

Protocol | Internal Port | Internal Port | Server Ip Remote
Ens Add

start d ress ‘Host ‘ Re""’"e‘

Security
Quality of Service
Routing

DNS

DSL

NAT - Virtual Servers

Select the service name, and enter the server IP address and click "Save/Apply” to forward 1P packets for this service
to the spedfied server. NOTE: The "Internal Port End” cannot be changed. It is the same as "External Port
End” normally and will be the same as the "Internal Port Start™ or "External Port End"” if either one is
modified.

Remaining number of entries that can be configured:32

Server Name:

' Select a Service: |Select One =

€ Custom Server:

Server IP Address: |192.168.254.

Save/Apply

External Port Start|External Port End| Protocol [Internal Port StartInternal Port End| Remote Ip
P |
TCP j
P |
TCP j
P x|
P -]
P =
o |
TCP j
F x|
P =
P =

Save/Apply
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Step 9
Click Save/Apply to apply the settings.

If the application you require is not in the list, manually enter the information.

Select the protocol for the service you are providing from the Protocol drop-down list. Under External Port, enter
the port number of the service you are providing. In the Internal Port field, enter the internal port number, to which
service requests are to be forwarded. In the Local IP Address field, enter the IP address of the PC that provides the
service.

Example

The Web server is configured to react to requests on port 8080. However, the requests from websites enter the Web
server via port 80 (standard value). If you add the PC to the forwarding table and define port 80 as the public port
and port 8080 as an internal port, all requests from the Internet are diverted to the service with port 80 on the Web
server of the PC you have defined with port 8080.

Deleting Port Forwarding
Step 1
Select the Remove check box.

Step 2
Click Save/Apply to apply the settings.

Port Triggering

If you configure port triggering for a certain application, you must determine a so-called trigger port and the protocol
(TCP or UDP) that this port uses. You then assign the public ports that are to be opened for the application to this
trigger port. You can select known Internet services or manually assign ports or port blocks.
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Adding Port Triggering e s

Step 1 7

HAT

To set up port triggering for a service, select Advanced Settings > D n be cufgures.

NAT > Port Triggering, and click Add. ' s:.:;. 1 0] _emone |
w::v of Service Applcation Trigger | opén Remuve
Routing Hame | Protocol | Port Ram]e! Protocol | Port Range |

Step 2 s sunf:m! | start | End |
Select the required application from the Select an application

drop-down list, or manually enter the information in the Custom

application field.

Step 3
Trigger Port Start and Trigger Port End: Enter the port that is to e it e

np ne d for access by the applications. You can cnnr\qur h nnn‘; Y'*'lngsrmm h\s screen h 5 \ mnq an existing application or creati \ng your own

be monitored for outgoing data traffic. Rcé‘,il“.‘;’.ﬁﬁ”ﬁ‘iﬁ‘.ilf”&S'n“ér.iimafiénl”:ffn?.g..md 32
i : i i ADEI‘CBI\ZCZaa‘?;uu\icatmn: lm’

Trlgggr Protocol .Select the protocol that is to be monitored for it ol —

outgoing data traffic. saniiooh

Open Protocol: Select the protocol that is to be allowed for RGg o S o e oo Pt s O Por nd oot Pt

incoming data traffic. - —

Open Port Start and Open Port End: Enter the port that is to be — —

opened for incoming traffic. 7 —3
TCP =] CP =l

Save/Apply
Step 4

Click Save/Apply to apply the settings.

Removing Port Triggering
Step 1
Select the Remove check box.

Step 2
Click Save/Apply to apply the settings.
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DMZ Host

The demilitarized military zone (DMZ) host feature allows one local computer to be exposed to the Internet. This
function is applicable for:

» Users who want to use a special-purpose Internet service, such as an on-line game or video conferencing
program, that is not in the port forwarding list and for which no port range information is available.
= Users who are not concerned with security and wish to expose one computer to all services without restriction.

Note: A DMZ host is not protected by the firewall and may be vulnerable to attack. This may also put other
computers in the home network at risk. Hence, when designating a DMZ host, you must consider the security impli-
cations and take the appropriate precautions.

You can set up a client in your local network as a DMZ host. Your device then forwards all incoming data traffic
from the Internet to this client. You can, for example, operate your own Web server on one of the clients in your
local network and make it accessible to Internet users. As the exposed host, the local client is directly visible to

the Internet and therefore particularly vulnerable to attacks (for example, hacker attacks). Enable this function only
when necessary (for example, to operate a Web server) and when other functions (for example, port forwarding) are
inadequate. In this case, you should take appropriate measures for the clients concerned.

Note: Only one PC per public IP address can be set up as an exposed host.
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Adding a DMZ Host

Step 1 e

To set up a PC as a DMZ host, select Advanced Setup > NAT > w
Step 2 = |
Enter the local IP address of the PC that is to be enabled as an Bttt
exposed host. contiiate
Step 3

Click Save/Apply to apply the settings.

Remove DMZ host
Step 1
Clear the DMZ Host Address.

Step 2
Click Save/Apply to apply the settings.
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Security
Select Advanced Setup > Security > IP Filtering. The Outgoing oo s
IP Filtering Setup page will appear. et
By default, the firewall is enabled. The firewall is used to block data [Fe e Forocsi soue addres | sk Source por [pest. ddress | sk | e pore [ oo vk Remove |
transmissions between the Internet and your PC. It serves as a da] oo |
security gate and permits only authorized traffic to be sent to the

LAN.

Click Add to create an IP Filter Rule.

D-Link DSL-500B User Manual 55



Web Configuration

Add 1P Filter - Outgoing

Outgoing IP Filtering Setup
The screen allows you to create a fiter rule to identify outgoing IP traffic by specifying a new filter name and at least one condition below. Al of the

In this page, you can create a filter rule to identify outgoing IP e —————— e
traffic by specifying a new filter name and at least one condition. All ... =
specified conditions in the filtering rule must comply with the rule to 2o

Source Port (port or portzport):

take effeCt- Destination TP address:

Destination Subnet Mask:

Destination Port (part or port:port):
DSCP Mark: =l

Click Save/Apply to save and activate the filter. .

Incoming IP Filtering Setup S

By default, al incoming IP traffic from the WAN is blocked when the firewal is enabled. However, some IP traffic
can be ACCEPTED by setting up filters.

Select Security > IP Filtering > Incoming. The Incoming IP
Filtering Setup page will appear.

Choose Add or Remove to configure incoming IP filters.

- Dest.
Filter Source Source Dest. DSCP.
Name VPI/VCI | Protocol Address [ Mask | Port J:‘{;:Il;evsf Port Mark HErnne

By default, all incoming IP traffic from the WAN is blocked when i _Remove |
the firewall is enabled. However, some IP traffic can be accepted
by setting up filters. Add 1P Fiter — Incoming

The screen allows you to create a fitter rule to identify incoming IP traffic by specifying a new fiter name and at
least one condition below. All of the specified conditions in this fitter rule must be satisfied for the rule to take
effect. Click "Save/Apply’ to save and activate the filter.

Click Add and the Add IP Filter- Incoming page will appear. . —

In this page, you can create a filter rule to identify incoming IP _ =

traffic by specifying a new filter name and at least one condition. All Source IP address:
e g . . . . Source Subnet Mask: I

specified conditions in this filter rule must comply with the rule. Source Port (port or poriport: —

Destination IP address: I—

. . . Destination Subnet Mask: I—

Click Save/Apply to save and activate the filter. Desinatin Port (port o portport:

DSCP Mark: =l

WAN Interfaces (Configured in Routing mode and with firewall enabled only)

Note: You ShOUld SeleCt at IeaSt One WAN Interface tO apply thIS Select at least one or multiple WAN interfaces displayed below to apply this rule.

[F Select Al
rU|e. ¥ pppoe_0_8_35_1/ppp_0_8_35_1

Save/Apply |
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MAC Filtering Setup
Select Security > MAC Filtering, and the MAC filtering Setup page prosie

will appear. i |
MAC Filtering is only effective on ATM PVCs configured in Bridging e e R S s
mode. FORWARDED means that all MAC layer frames are forwarded e

except those matching with any of the specified rules in the following Routing

VPI/VCI | Protocol | Destination MAC i‘aouﬂ:e MAC iirame Direction | Remove |
| | 1 | | |

table. BLOCKED means that all MAC layer frames are blocked P M—
except those matching with any of the specified rules in the following e
table.

Change MAC Filtering Global Policy

WARNING: Changing from one global policy to another will cause all defined rules to be

Click Change Policy to change the MAC Filteri ng Global Pol icy from REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.
FO RWAR D E D to B LOC KE D . Are you sure you want to change MAC Fltering Global Policy from FORWARDED to BLOCKED ?
B=|

Click YES to change the MAC filtering global policy from
FORWARDED to BLOCKED. Click NO to cancel.
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For example, to forbid the PC whose MAC address is
00:13:20:9E:0F:10 through PPPoE dial-up, begin with the following

page.

Click Add to configure the interface as follows.

Click Save/Apply and the MAC Filtering Setup page will appear.

Add MAC Filter

Create a filter to identify the MAC laver frames by specifying at least one condition below, If rmultiple
conditions are specified, all of thermn take effect. Click "Apply" to save and activate the filtker.

Protocal Type: |FPPaE |

Destination MAC Address: I
Source MaC address: IDD 113:20:9E:0F: 10

Frame Direction: I LAN<=>WAN =

Wit Interfaces (Configured in Bridge mode only)

MV Select all
M br_0_8_35/mas_0_0_35

Save/apply |

MAC Filtering Setup

MAC Filtering Global Policy: FORWARDED

Change Policy |

MAC Filtering is only effective on AT PYCs configured in Bridge mode. FORWARDED means that all MAC
laver frames will be FORWARDED except those matching with any of the specified rules in the following
table. BLOCKED rneans that all MAC layer frarmes will be BLOCKED except those matching with any of the
specified rules in the following table,

Choose Add or Remove to configure MAC filkering rules.

¥YPI1/¥CI | Protocol | Destination MAC | Source MAC Frame Direction | Remove

AL PPROE 00:12:20:00:0F:10 | LAN<=>\A4H Il

Add | Remove
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Parental Control

Click Security > Parental Control. The Time of Day Restrictions
page will appear.
Click Add to configure the Time of Day Restriction.

In this page, you can add time of day restriction to a special LAN
device connected to the Router. The Browser's MAC Address
automatically displays the MAC address of the LAN device where
the browser is running. To restrict another LAN device, click Other
MAC Address and enter the MAC address of the another LAN
device.

Also select the day and the start and end blocking time for the
restriction.

URL Filter

Select Advanced Setup > Parental Control and then click URL
Filter.

There are two types of URL list, Exclude and Include. If you
selected Exclude, LAN devices will not be able to access the URL
addresses in the list. And if you select Include, LAN devices will be
able to access the URL addresses in the list. You must select one
of these options to Add the URL address and then enter the URL
Address and Port Number. The default port number is 80.

Click Save/Apply to add the URL filter.

Device Info Time of Day Restrictions -- A maximum 16 entries can be configured.
Advanced Setup

WAN : —T
Username MACIMoniTue‘Wed Tllu‘Fﬁ:Sat_Sun|Slart|5top:liemuve

LAN

HAT

Security Add| Remove
1P Filtering
MAC Filtering

___Parental Controf |

URL Filter

Time of Day Restriction

This page adds time of day restriction to a special LAN device connected to the Router. The ‘Browser's MAC
Address' automatically displays the MAC address of the LAN device where the browser is running. To restrict
other LAN device, click the "Other MAC * button and enter the MAC address of the other LAN device.
To find out the MAC address of a Windows based PC, go to command window and type “ipconfig /all",

Usar Name I

@ Prowser's MAC Address  |00:1D:0F:19:91:C1

' Other MAC Address I—
(300100 10 100300 X)

Pays of the week Mon[Tuewed[Thufri Batsun
Eiick to select iL_I'_ il (=1 (=1 [=8 =5

Start Blocking Time (hhimm) |
End Blocking Time (hh:mm) |
Save/Apply |

URL Filter -- A maximum 100 entries can be configured.

URL List Type: € Exclude ¢ Include

| Address 1 Port | Remove |

Addl Removel Save/Reboot |

Parental Control -- URL Filter Add

Enter the URL address and port number then click "Save/Apply” to add the entry to the URL fiter.

URL Address:
Port Number: (Default 80 will be applied if leave blank.)
Save/Apply
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Quality of Service

Many communication and multimedia applications require large, high-speed bandwidths to transfer data between
the local network and the internet. However, for many applications there is often only one internet connection
available with limited capacity. QoS divides this capacity between the different applications and provides undelayed,
continuous data transfer in situation where data packets with higher priority are given preference.

Network QoS is an industry-wide set of standards and mechanisms for ensuring high-quality performance for critical
applications. By using QoS mechanisms, network administrators can use existing resources efficiently and ensure
the required level of service without reactively expanding or over-provisioning their networks.

E na bl i n g QOS ;tDEj;I;I:!:::Echriac:::::j::c(:;ﬁcgh‘;?::"dﬂmm DSCP mark to automaticaly mark incoming traffic without reference t rti
Select Advanced Setup > Quality of Service. In this page, you =" S
Can pe rfo rm QOS queue management Configuration_ By default, lthe Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

System enables QOS and Sets a defau It DSC P mark to automati- Note: The default DSCP mark is used to mark all egress packets that do not match any dassification rules.

cally mark incoming traffic without reference to particular classifier.

classifier. Click ‘Save/Apply"

¥ Enable QoS

Select Defauft DSCP Mark |No Change (-1) -

Save/Apply

Select Enable QoS to enable QoS and set the default DSCP mark.

Click Save/Apply to activate QoS.
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QoS Queue Configuration
. . . . QoS Queue Configuration -- A maximum 16 entries can be configured.
The queuing in packet QoS becomes effective only when packet is The QoS function has been disabled. Queues would not take effects.

forwarded to QoS-enabled PVC. Packet forwarding is determined

‘ Interfacename ‘ Description | Precedence ‘ Queue Key ‘ Enable | Remove

by IP routing or bridging, not under control of the packet QoS.

Addl Remuvel Save/Reboot |

Select Advanced Setup > Queue Config. In this page, you can
configure QoS queue. A maximum of 24 entries can be configured.

QoS Queue Configuration can allocate four queues. Each of the
queues can be configured for a precedence value (Lower integer
values for precedence imply higher priority for this queue relative
to others). The queue entry configured is used by the classifier to
place ingress packets appropriately.

Note: Lower integer values for precedence imply higher priority for
this queue relative to others. For example, add a QoS queue entry
and allocate it to a specific network interface (PVC 0/0/35). Set
integer values for queue precedence to 1.

Click Add to configure a QoS Queue configuration entry.
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Step 1
This page allows you to configure a QoS queue entry and then
assign it a specific network interface.

Queue Configuration Status: Set to enable or disable a QoS
queue.

Queue: Select a specific network interface. When you have already
selected a network interface, the specific network interface selected
automatically allocates to the queue.

Queue Precedence: Select an integer value for queue precedence.

After you select an integer value, the queue entry appropriately
places to ingress packets. Lower integer values for precedence
imply higher priority for this queue relative to others.

Click Save/Apply to save and activate the filter.

After the queue is configured, you can create several traffic class
rules to classify the upstream traffic.

0oS Queue Configuration

ed for a specific
The queue entry configured here will be used by the classifier to place ingress packets appropriately,
er integer values for precedence imply higher priority for this queue relative to others

ve/Apply' to save and activats the filter,

Queus Configuration Stats :| :]

Queue: I z[

Queue Precedence; | j
Save/Apply
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QoS Classification

Some applications require specific bandwidth to ensure its data be forwarded in time. QoS classification can creates
traffic class rule to classify the upstream traffic. Assign queue which defines the precedence and the interface and
optionally overwrite the IP header DSCP byte. After QoS classification, QoS divides capacity between different
applications and provides undelayed, continuous data transfer where data packet with higher priority is given
preference. The follow figure shows QoS classification.

Q05 classify dispose

Tpnat i arruefpa diet. J QUEUE! "
//
l e — 1-: Allocate  [7"] Queued | [,
: || " COLTO =
classify e p ITIAL ™ queue ay
] \\1 Qene 2
Cuene 1

The input packet's
DECE 4205 JP pronty
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Select Advanced Setup > QoS Classification. In this page, you
can configure network traffic classes.

Click Add to create a traffic class rule to classify the upstream
traffic.

Traffic Class Name: Enter a name of the class.

Rule Order: Select order for queue.

Rule Status: Enable or disable this traffic class rule.

Assign Classification Queue: Select a classification queue.
Assign Differentiated Service Code Point (DSCP) Mark:
Select a mark service that modifies the original packet IP header
if all rules defined within the classification class are matched.
(CS-Mark IP Precedence, AF-Assured Forwarding, EF-Expedited
Forwarding)

Mark 802.1p if 802.1q is Enabled: Select an 802.1p priority
number that serves as the 802.1p value.

There are two sets of classification rules. Set-1 is based on
different fields within TCP/UDP/IP layer plus physical LAN port;
Set-2 is based on IEEE 802.1p priority field.

Quality of Service Setup
Choose Add or Remove to configure network traffic dasses.
MARK

Class (DSCP |Queue |802.1P |Lan so
Name [Mark [ID  |Mark Pport |Protocol|DSCP

Add Network Traffic Class Rule

classify

le.

Traffic Class Name:

urce Source | Dest. Dest. |Source MAC
Addr./Mask Port |Addr./Mask |Port |Addr./Mask

upstream traffic, assign queue which defines the precedence and the
d at least one condition bel fig ions in this

TRAFFIC CLASSIFICATION RULES

Destination
MAC 802.1P | Order | Enable/ Disable|Remove Edit
Addr./Mask

interface and opti
low. All of the specified conditions in this classification rule mu

Rule Order:

=

r DSCP Mark for the class

Assign Differe!

d Services Code Point (DSCP) Mark:
Mark 802.1p if W

1 led VAN:

Specify Traffic Ck
Enter the followi

n Ruk

SET-1

Protocok

Differentiated Services Code Point (DSCP) Check:
IF Address =l

Source Subnet Mask:
UDP/TCI (

ddress:

Destination MAC Mask:

SET-2
802.1p Prioricy:

for "Assign Differentiated Services

|

Code Point (DSCP) Mark, the correcponding DSCP byte in the TP header of the upstream packet is

=l
I
=

s
jons either for IP level, SET-1, or for IEEE 802.1p, SET-2.

(EuEY

Save/Apply
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Set-1 rules contain the following: o et i G e

The screen crea traffic class rule to chssify the upstream traffic, assign queue which defines the precedence and the interface and optionally overwrite the IP
header DSCP byt: ru\ :ons\s sara c\ass nam and a I least one condition below. All of the specfied conditions in this classification rule must be satisfied for the rule to
take effect. Click " S actival

Traffic Class Name:

Physical LAN Port: Select one among USB port, Ethernet ports and .. =

. Rule Status: d
wireless port. T

Protocol: Select one among TCP/UDP TCP UDP or ICMP B

d ‘.-alue‘

ssign Clas: j
Assign Differentiated es Code Point: (DSCP) Mark: =]
prOtOCOIS' rﬂ\ rk 802.1p  802.1q abled on WA =l
SO U rce I P Ad d reSS f"fc'ht'hT f“ll v(\:lll ng c o d t Rul either for IP level, SET-1, or for IEEE 802.1p, SET-2.
SET-1
Source subnet mask 5
Differentiated Services Code Point (DSCP) Check: 4|

UPD/TCP Source Port s d

Source Subnet Mask:
UDP/TCP § Port: (part or port:port):

Destination IP Address oo 5 e

Destination Subnet Mask:

Destination Subnet Mask

Source MAC Address:

UPD/TCP destination port or a range of ports

Destination MAC Address:

Source Mac Address —
Source Mac Mask , .
Destination Mac Address s

Destination Mac Mask

Set-2 rules contain the following:

802.1p Priority: the 802.1p header includes a 3-bit prioritization
field, which allows packets to be grouped into eight levels of priority
(0-7), where level 7 is the highest one.

Click Save/Apply to save and activate this rule.
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QoS-DSCP Setting

In order to understand what is differentiated services code point (DSCP), you should be familiar with the differen-
tiated services model (Diffserv).

Diffserv is a class of service (CoS) model that enhances best-effort Internet services via differentiating traffic by
users, service requirements and other criteria. Packets are specifically marked, allowing network nodes to provide
different levels of service via priority queuing or bandwidth allocation, or by choosing dedicated routes for specific
traffic flows.

As displayed in following diagram, the IPV4 packet has a TOS filed. Diffserv defines TOS field in IP packet headers
referred to as DSCP. Hosts or routes that pass traffic to a Diffserv-enabled network typically mark each trans-
mitted packet with an appropriate DSCP. The DSCP markings are used by Diffserv network routers to appropriately
classify packets and to apply particular queue handing or scheduling behavior.

Layer 3 IPV4 Packet

Version/ | TOS Length | ID | Offset/ TTL Protocol |Checksum| IP-SA IP-DA Data
Length | (1 Word) Mark

TOS Filed-IP priority (TOS front 3 bit) or DSCP (front 6 bit)

7 6 5 4 3 2 1 0

IP Priority Undefined

DSCP Flow Control
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For example, mark each transmitted ICMP packet which passes il — _
traffic to 0-35class with an appropriate DSCP (CS1). [Este =
After proper mOdificationS’ CIiCk Save/AppIy and the fOIIOWing ?i’i&l”b::Mv::':i:“:;:‘:‘:;;?ii:;a;:r::nl‘?i?‘i‘;frescode Point (DSCP) Mark!, the correcponding DECP byte in the IP

. header of the upstream packet is overwritten by the selected value,
page will appear.

Assign Classification Quaue: PYC 0/0/354Prece 1&Queue 9 ﬂ
Assign Differentiated Services Code Point (DSCP) Mark: =l
Mark 802.1p if B02.1q is enablad: -

Click Save/Apply. This configuration takes effective at once.

Specify Traffic Classification Rules
Enter the following conditions either for IP level, SET-1, or for IEEE B02.1p, SET-2.
SET-1

Physical LAN Port; [ERET(1-2)

Protocol: ICHP
Differentiated Services Code Point (DSCP) Check
|IP Address =

Source Subret Mask:

LR K

LIDRTCP Source Port (port or port:port):

ﬂﬂ||

Destination IP Address

Quality of Service Sotip

I yons b WP func thon in Wirskess Page, clesification related to wincless will not tae effects
| MARK TRAFFIC CLASSIFICATION RILES
I O | | I T [Bowce [Destination |
02 1P edher Erakite, Disalbe Mo it

] .r:ﬂ

r DECP Kpaos BOZ.1P Lan 4 e 'maim Dest.
e | Protocet oece ki kb oy HAC
pama stark 10 Mark.[Poxt | jrmankiport. |Adde sk Port. | e sk (A, ok

e |
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Qo0S-802.1p Setting

The IEEE 802.1p priority marking method is a standard for prioritizing network traffic at the data link/Mac sub-layer
802.1p traffic is simply classified and sent to the destination, with no bandwidth reservations established.

The follow diagram shows the structure of 802.1Q Frame. The 802.1Q header includes a 3-bit prioritization field,
which allows packets to be grouped to be grouped into eight levels of priority (0-7), where level 7 is the highest one.
In addition, DSL maps these eight levels to priority queues, where queue 1 has the highest priority.

Layer 2 802.Q Frame

Preamble | SFD | DA | SA Mark Len/Etype DATA | FCS
(4 word) (2 word)
Mark Acld Network Traffic Class Rude
TPID Priority CFl VLAN ID s s o
(0x8100) (3bit) (1bit) (12bit) R ——]

Assign ATM Pricrity and, o DSCP Mark for the class

For example: Mark the frame of 802.1p that queued to Queue 9 on bk o e . e O S
Value 2- B Lk e anen Co s [PoC /o SeaPesce Taquaeie 2
|

E1ETTY

Specify Trafllc Classification Rules
Ender the folowing condtions either for 1P kevel, SET-1, or for [EEE B02.1p, STT-2

After proper modifications, click Save/Apply to show the following s
interface. i
|

[TF Address =]

E4 | ERIER
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Routing

Select Advanced Setup > Routing. The Routing - Default
Gateway page will appear.

Routing - Default Gateway

In this page, you can modify the default gateway settings.

If you select Enable Automatic Assigned Default Gateway, this
router can accept the first received default gateway assignment
from one of the PPPoA, PPPoE or MER/DHCP enabled PVC(s).
If the check box is not selected, you must enter the static default
gateway and/or a WAN interface. Then, click Save/Apply.

Note: If the Automatic Assigned Default Gateway check box is
changed from deselected to selected, you must reboot the router to
obtain the automatic assigned default gateway.

Routing -- Default Gateway

SavefApply
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Routing - Static Route

On this page you can modify the static route settings. You can
query the preset static routes, delete an existing static route, or add
a new static route. By default, the system has no static route infor-
mation.

Click Add and the following page will appear. Enter the destination
network address, subnet mask, gateway AND/OR available WAN
interface, then click Save/Apply to add the entry to the routing
table.

Destination: The IP address to which packets are transmitted.
Subnet Mask: The subnet mask of the destination IP address.
Gateway: The gateway that the packets pass by during trans-
mission.

Interface: The interface that the packets pass through on the
modem.

Routing — Static Route (A maximum 32

entries can be configured)

Destination | Subnet Mask | Gateway | Interface | Remove |

ﬂl Remove |
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DNS

In this interface, you can modify the Dynamic DNS settings. The Dynamic DNS service allows you to alias a
dynamic IP address to a static hostname in any of the many domains, allowing your DSL router to be more easily

accessed from various locations on the Internet.

DNS Server

Select Advanced Setup > DNS. The DNS Server Configuration
page will appear.

If you select Enable Automatic Assigned DNS, this router will

accept the first received DNS assignment from one of the PPPoA,
PPPoE or MER/DHCP enabled PVC(s) during the connection.

If the checkbox is not selected, enter the primary and secondary
DNS server IP addresses.

Click Save to save the new configuration.

Note: You must reboot the router to make the new configuration
effective.

DNS Server Configuration

If "Enable Automatic Assigned DNS' checkbox is selected, this router will accept the first received DNS
assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PVC(s) during the connection
establishment. If the checkbox is not selected, enter the primary and optional secondary DNS server IP
addresses. Click 'Save' button to save the new configuration. You must reboot the router to make the
new configuration effective.

[¥ Enable Automatic Assigned DNS

Save |

DNS Server Configuration

If 'Enable Automatic Assigned DNS' checkbox is selected, this router will accept the first received DNS
assignment from one of the PPPoA, PPPOE or MER/DHCP enabled PVC(s) during the connection
establishment. If the checkbox is not selected, enter the primary and optional secondary DNS server IP
addresses. Click ‘Save' button to save the new configuration. You must reboot the router to make the
new configuration effective.

[T Enable Automatic Assigned DNS

Primary DNS server: I
Secondary DNS ser‘.-'er:l

Save |
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DSL

Select Advanced Setup > DSL. The DSL Settings page will
appear.

The available settings include G.Dmt/ G.lite/ T1.413/ ADSL2/

AnnexL/ ADSL2+/ AnnexM / Inner pair / Outer pair / Bitswap / SRA.

The Router can negotiate the modulation mode with the DSLAM.

Click Advanced Settings to select the DSL test mode.

In the DSL Advanced Settings page select the desired DSL test
mode and then click Apply.

Click Tone Selection to modify the upstream and downstream
tones.

Select the appropriate upstream and downstream tones for your
ADSL connection and then click Apply.

o
I 16

¥ 22
a8
¥ 64
I a0
g6

DSL Settings

Select the modulation below.

¥ G.Dmt Enabled

¥ G.lite Enabled

¥ T1.413 Enabled

¥ ADSL2 Enabled

¥ AnnexL Enabled

[ ADSL2+ Enabled

[T AnnexM Enabled

Select the phone line pair below.

@ Inner pair

' Quter pair

Capability
¥ Bitswap Enable

7 SRA Enable

Save/Apply | Advanced Settings

DSL Advanced Settings

Select the test mode below.

1
ke 17

v 33
F 49
¥ &5
¥ 81
o7

® Normal
O Reverb
O Medley

O No retrain

(@] k!

M2z Mz
18 W 1g

W34 M35
50 M s1
W s6 W67
Va2 a3
os Moo

[pply ) [ Tone Selection

ADSL Tone Settings

Upstream Tones
Fs Ms Me M7 Fs Fcoc Mo Fi1 12 M1z Fi14 15
W20 W21 W22 W23 W24 W25 W26 W27 W2s W29 W30 W31
Downstream Tones
W3 W37 W3 W3o Wao MWa1 Waz Waz Waqa Was Wag Wa7
M52 M5z MWs4 Mss Wse Fsy Mss Moo Moo Mer ez Mes
Mes Mes W70 W71 W72 W73 W74 W75 M7 W77 M7s W79
g4 Mas Was Me7 Was Meo Moo o1t Moz WMoz Mo4 Mas
= 100 101 102 ¥ 103 M 104 F 105 106 ¥ 107 M 108 M 108 F 110 M 111

F112M113¥ 114115 116 M 117 M 118 M 119 120 W 121 ¥ 122 W 123 ¥ 124 125 ¥ 126 ¥ 127
128 120 130 M 131 M 132 ¥ 133 M 134 ¥ 135 136 ¥ 137 ¥ 138 ¥ 130 ¥ 140 141 ¥ 142 ¥ 143
144 M 145 146 M 147 M 148 ¥ 149 M 150 M 151 152 ¥ 153 ¥ 154 ¥ 155 ¥ 156 ) 157 ¥ 158 ¥ 159
¥ 160 M 161 ¥ 162 M 163 ¥ 164 ¥ 165 W 166 ¥ 167 ¥ 168 W 160 ¥ 170 W 171 ¥ 172 ¥ 173 ¥ 174 ¥ 175
F 176 M 177 178 M 179 ¥ 180 M 181 M 182 ¥ 183 184 ¥ 185 ¥ 186 ¥ 187 ¥ 188 M 180 ¥ 100 ¥ 191
¥ 192 M 193 ¥ 194 M 195 ¥ 196 ¥ 197 ¥ 198 ¥ 190 ¥ 200 I 201 ¥ 202 W 203 ¥ 204 I 205 ¥ 206 ¥ 207
208 M 200 210 M 211 M 212 ¥ 213 M 214 ¥ 215 216 W 217 ¥ 218 W 210 ¥ 220 ) 221 ¥ 222 ¥ 223
¥ 224 W 225 ¥ 226 M 227 ¥ 228 ¥ 229 1 230 ¥ 231 M 232 W 233 ¥ 234 W 235 ¥ 236 ¥ 237 ¥ 238 ¥ 239
¥ 240 M 241 ¥ 242 ¥ 243 ¥ 244 ¥ 245 ¥ 246 ¥ 247 ¥ 248 W 240 ¥ 250 W 251 ¥ 252 ¥ 253 ¥ 254 ¥ 255

Check all I Clear al I Apphrl CIoseI

D-Link DSL-500B User Manual

72



Web Configuration

Diagnostics

Click Diagnostics to show the interface. s,
Device Info br_0_0_35 Diagnostics

Your modem is capable of testing your DSL connection. The B | o s, S 2k s

individual tests are listed below. If a test displays a fail status, click ot S

Rerun Diagnostic Tests at the bottom of this page to make sure st te ot tyur bt it

the fail status is consistent. If the test continues to fail, click Help Tt AT et

and follow the troubleshooting procedures.

Next Connection
Test Test With 0AM F4 I

Management

The Management features an array of options designed to help you get the most out of your Router.

Settings

Settings Backup B

SeIeCt Management > Setti ngs > Bac ku p- ThiS page al IOWS you to ATWBIIOB? Setup Backup DSL router configurations. You may save your router configurations to a file on your PC.
back up your DSL Router configuration. S
Settings
System Log

Click Backup Settings to save your Router configuration to a file on st agent

TR-069 Client
your computer. Internet Time
Access Control
Update Software
Save/Reboot

Backup Settings |
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System Log

Select Management > System Log. The System Log page will System Log

. . The Systemn Log dialog allows you to view the System Log and configure the System Log options.
appear. The system log interface allows you to view the system log .. ... . 0o
and Configu re the System Iog Options. Click "Configure System Log" to configure the System Log options.

[ View System Log ] [ Configure System Log

Click Configure System Log and the System Log - Configu-
ration page will appear.

Here, you can enable or disable the system log and select the LOg ... oo - contiouacon
Level, Display Level and Mode. Click Save/Apply to save your e s o the Doy Lovl o ogged ents 3o o sl ckeked e i b Gepad. e oo o & Rt o

‘Botl vents will be sent to the specified IP address and UDP port of the remote syslog server, If the selected mode is 'Local’ or 'Both,’ events

Changes wil be recorded in the local memory.
.

Select the desired values and click "Save/Apply’ to configure the system log options.

Log:  Disable € Enable

Both the log level and display level have eight choices. The default S -
log level is Debugging and the default display level is Error. et o
The mode options are Local, Remote, and Both. The default

option is Local.

Save/Apply

If you select Remote or Both, all events are transmitted to the
specified UDP port of the specified log server.
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After configuring the System Log options, click View System Log
to query the system logs. In this example, the View System Log
displays the default values.

Note: The log and display of the system events are above the set
level. If you intend to record all information, you must set the levels
as Debugging.

Click Refresh to refresh the system event logs or click Close to
exit from this interface.

System Agent

Select Management > SNMP Agent. The SNMP - Configuration
page will appear.

Simple Network Management Protocol (SNMP) allows a

management application to retrieve statistics and status from the
SNMP agent in the Router.

Click Save/Apply to save your changes.

System Log -- Configuration

If the log mode is enabled, the system will begin to log all the selected events. For the Log Level, all
events above or equal to the selected level will be logged. For the Display Level, all logged events above
or equal 1o the selected level will be displayed. If the selected mode is Remote' or 'Both, ' events will be
sent 1o the specified IP address and UDP port of the remaote syslog server. If the selected mode is 'Local’
or 'Both,' events will be recorded in the local memary.

Select the desired values and click 'Save/apply' to configure the systern log options.

Log: @ Disable € Enable
Log Level: Error hd
Display Level: Error hd
Iode: Local =
Save/fapply |
System Log
Date/Time [Facility Severity| Message
Jan 1 01:09:56|syslog |emerg |BCM96345 started: BusyBox v1.00 (2009.01.16-13:07+0000)
Jan 1 01:09:57|user  |crit |kerne|: eth0 Link UP.

Refresh | Close |

SNMP - Configuration

Simple Network Management Protocol (SNMP) allows a management application to retrieve statistics and status from
the SNMP agent in this device.

Select the desired values and click "Apply” to configure the SNMP options.

SNMP Agent {7 Disable ' Enable

Read Community: Ipubhc—
Set Community: lprra"e—
System Mame: W
System Location: IW
System Contact: W
Trap Manager IP: W

Save/Apply |
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TR-069 Client

Select Management > TR-069 Client.
The TR-069 client - Configuration page will appear.

Select the desired values and click Save/Apply to configure the
TR-069 Client options.

Internet Time

Select Management > Internet Time and the Time Settings page
will appear.

Note: When the PVC is PPPoE connection, the Internet Time
option will appear in the Management directory.

This window allows you to set the Router’s time configuration.

Click Save/Apply to save your changes.

TR-069 client - Configuration

WAN Management Protocol (TR-069) allows a Auto-Configuration Server (ACS) to perform auto-configuration, provision, collection,

and diagnostics to this device.

Select the desired values and click "Apply” to configure the TR-069 dient options.

TRE9C Status: " Disable ™ Enable
Inform : € Disable © Enable
Inform Interval: 300

ACS URL: 1
ACS User Name: pdmn ]
ACS Password: ~ |esses

Display SOAP messages on serial console & Disable € Enable

I Connection Request Authentication

Connection Request User Name: lamwn—
Connection Request Password: ~ |essss

Save/Apply | GetRPCMethods

Time settings

This page allows you to the modem's time configuration.

[T Automaticaly synchronize with Internet time servers

Save/Apply |
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Access Control

Access Control -- Services

Access ContrOI - SerViceS A Service Control List ("SCL") enables or disables services from being used.

Select Management > Access Control > Services. In this

interface, you can enable or disable HTTP, ICMP, SSH, TELNET Services | LAN WAN

and TFTP services. And the LAN and WAN side can have different TP | ¥ Enable| [T Enable

COﬂfIguratlon HTTP [¥ Enable | I Enable
ICMP Enable ¥ Enable

Note: If the connection is PPPoE PVC, you can view the infor- TELNET | 2 Enable | [ Enable

mation on WAN side. TFP | P Enable| I Enable

Save/Apply |

Access Control - IP Address

SeleCt Management > Access Control > IP Address- The Access Control -- IP Address -
Access Control - IP Address page will appear. bt

ervices from IP addresses contained in the Access Control
ming packets. The services are the system applications

Conty to local manageme:
s Control mode is disabled, the system will not validate 1P addresse:
ice Control List

Access Control Mode: & Disable (' Enable

If you enable Access Control Mode, the Router permits access [ A o]
to local management services from IP addresses contained in the i

Access Control List.

If you disable Access Control Mode, the system does not validate
IP addresses for incoming packets. The services are the system
applications listed in the Service Control List.

Access Control

Enter the IP address of the management station permitted to access the

Click Add and the Access Control page will appear. Enter the IP orl MBARGRMANE Seniges, A iNck "Sova/ApaNy
address of the management station permitted to access the local
management services, and click Save/Apply.

IP Address:

Save/Apply |
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Access Control - Passwords

Select Access Control > Passwords to change the password of
the Router.

Update Software

Select Management > Update Firmware. In this page, you can
update the Router's firmware.

Click Browse to find the file and click Update Firmware to update.

Note: Do not turn off your Router during firmware updates. When
the update is finished, the Router reboots automatically. Do not
turn off your modem either before the reboot is over. It is strictly
forbidden to use other software for updates.

After updating the software, it is suggested to restore the Router to
factory defaults and configure it again.

Save/Reboot

Select Management > Save/Reboot.

Click Save/Reboot to save your settings and reboot the router.

Access Control — Passwords

Access to your DSL router is controlled through three user accounts: admin, support, and user.

The user name “admin” has unrestricted access to change and view configuration of your DSL Router.

The user name "support” is used to allow an ISP technician to access your DSL Router for maintenance and to run diagnostics.

The user name "user” can access the DSL Router, view configuration settings and statistics, as well as, update the router's software.

Use the fields below to enter up to 16 characters and dlick "Apply” to change or create passwords. Note: Password cannot contain a space.

Username: v

Old Password:

New Password:

Confirm Password:

Save/Apply

Tools — Update Software

Step 1: Obtain an updated software image file from your ISP.

Step 2: Enter the path to the image file location in the box below or dlick the "Browse" button to locate the image file.
Step 3: Click the "Update Software" button once to upload the new image file.

MOTE: The update process takes about 2 minutes to complete, and your DSL Router wil reboot.

Software Fie Name: [ | Bowse...
Update Software

Click the button below to save and reboot the router.

Save/Reboot |
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Appendix A - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that might occur during the installation and operation of the DSL-500B.
(The examples below are illustrated in Windows® XP. If you have a different operating system, the screenshots on
your computer will look similar to the following examples.)

1. How do | configure my DSL-500B Router without the CD-ROM?
= Connect your PC to the Router using an Ethernet cable.
= Open a web browser and type http://192.168.254.254.
» The default username is admin and the default password is admin.
= |[f you have changed the password and cannot remember it, you will need to reset the Router to the factory
default setting (see question 2). This default password is admin.

Note: If you cannot see the login window, please refer to the next section - Network Basics to check your PC’s IP
configuration.

2. How do | reset my Router to the factory default settings?
» Ensure that the Router is powered on.
» Press and hold the reset button on the back of the device for few seconds.
= This process would take about 1~2 minutes to complete.

Note: Resetting the Router to the factory default settings will erase the current configuration settings. To reconfigure
your settings, log in to the Router as outlined in question 1.
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3. What can | do if my Router is not working correctly?
Here are a few steps that you can follow to resolve the issue:
= Follow the directions highlighted in question 2 to reset the Router.
= Check if all the cables are firmly connected at both ends.
» Check the LEDs on the front of the Router. The Power indicator, DSL and LAN indicators should be illuminated.
» Please ensure that the settings in the Web-based configuration manager, e.g. ISP username and password, are
the same as the settings provided by your ISP.

4. Why can’t | connect to the Internet?
For ADSL subscribers, please contact your ISP to make sure the ADSL service has been enabled, and your ISP
username and password are correct.
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4. What can | do if my router can’t be detected by the installation CD?
Ensure the Router is powered on.

Check if all the cables are firmly connected at both ends and all the LEDs are working correctly.
Ensure that only one network interface card on your PC is activated.
Disable Windows Firewall.

In Windows XP, go to Start > Control Panel and then double-click Security Center.
Disable the Windows Firewall setting and click OK.

Note:There might be a potential security issue if you disable the Firewall setting on your PC. Please remember to
turn it back on once you have finished the installation procedure and successfully installed your router.

I & Windows Firewall m
© Control Panet R STaE
Fils View  Faveri Tools  Help o @ _
= B indows Firewall General | Exceptions || Advanced|
F | Osewch [ Fokiers | [T~
e = Windows Firewall can help prevent hackers or malicious software from gaining access to your
BlGE computer through the Internet or network.

o does a firewall NEp protect my computers

T
W& windows Firewall i helping to protect pour PC
\_r' jLu [u] 2 |HFI 1 IIFIIIHI o

(@ Windows Firenall s helping to protect your computer
Windows Firewall is on. # Change settings

windows Firewall helps protect your computer by preventing unauthornized users
D fram gaining access to your computer thraugh the Internet or a network.
ion when a program is blocked: Yes

Public network
@ () On [recommended)

Thiz setting blocks all outside sources fram connecting to this
computer, with the exception of those selected on the Exceptions tab.

Display a nof

Network loc:

What are network locations?

Don't allow exceptions

Select thiz when pou connect to public networks inlezz secure
locationz, such az airports. 'ou will not be notified when 'Windows

Firewsall block = programs. S elections on the Exceptions tab will be
ignored.

@ @i |

Awoid uzing thiz setting. Turming off Windows Firewall may make thiz
computer more vulnerable to viruses and intruders.

iwfhat elze should | know sbout Windows Firewall?

Ok ] ’ Cancel
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Networking Basics

cv C:\WINDOWS\system32\cmd.exe

Check Your IP Address

After you install your new D-Link adapter, the TCP/IP settings,

by default should be set to Obtain an IP address from a DHCP
server automatically. To verify your IP address, please follow the
steps below.

Click Start > Run. In the run box type emd and click OK. At the
prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the default
gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation, security
settings, and the settings on your router. Some firewall software
programs may block a DHCP request on newly installed adapters.
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Statically Assign An IP Address

If you are not using a DHCP capable gateway/router, or if you need to
assign a static IP address, please follow the steps below:

Step 1

Windows® XP: Click Start > Control Panel > Network Connections.
Windows® 2000: From the desktop, right-click My Network Places >
Properties.

Step 2
Right-click on Local Area Connection that represents your D-Link
network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4

Click on Use the following IP address and enter an IP address that
is on the same subnet as your network or the LAN IP address on your
router.

General

Internet Protocol (TCP/IP) Properties

YYou can get IP settings azsigned automatically if pour network: supparts
thiz capabiliby. Othenvize, you need to ask pour network. adminiztrator for
the appropnate [P settings.

() Obtain an IP address automatically
(%) Usge the following IP address:

IP address: 192 168 . 254 . 15
Subnet maszk: 2ah 28R 26RO
Default gateway: 192 168 . 254 | 254

(#) Use the follawing DMS server addreszes:
Preferred DNS server: 192 168 . 254 . 254

Alternate DMS zerver:

[ ak. ll Cancel ]

Example: If the router’'s LAN IP address is 192.168.254.254, make your IP address 192.168.254.X where X is
a number between 2 and 254. Make sure that the number you choose is not in use on the network. Set Default
Gateway the same as the LAN IP address of your router (192.168.254.254).

Set Primary DNS address the same as the LAN IP address of your router (192.168.254.254). The Secondary DNS

is not needed or you may enter a DNS server from your ISP.

Step 5
Click OK twice to save your settings.
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Technical Specifications

ADSL Standards Protocols
= ANSI T1.413 Issue 2 = |EEE 802.1d Spanning Tree
» [TU G.992.1 (G.dmt) AnnexA = TCP/UDP
= |[TU G.992.2 (G.lite) Annex A = ARP
» [TU G.994.1 (G.hs) = RARP
» [TU G.992.5 Annex A = |[CMP
= RFC1058 RIP v1
ADSL2 Standards = RFC1213 SNMP v1 & v2c
» |[TU G.992.3 (G.dmt.bis) Annex A = RFC1334 PAP
» [TU G.992.4 (G.lite.bis) Annex A = RFC1389 RIP v2
= RFC1577 Classical IP over ATM
ADSL2+ Standards = RFC1483/2684 Multiprotocol Encapsulation over ATM
= |TU G.992.5 (ADSL2+) Adaptation Layer 5 (AAL5)
= RFC1661 Point to Point Protocol
Data Transfer Rate = RFC1994 CHAP
= G.dmt full rate downstream: up to 8 Mbps / = RFC2131 DHCP Client / DHCP Server
upstream: up to 1Mbps = RFC2364 PPP over ATM
= G.lite: ADSL downstream up to 1.5 Mbps / = RFC2516 PPP over Ethernet

upstream up to 512Kbps
= G.dmt.bis full rate downstream: up to 12 Mbps / Media Interface

upstream: up to 12Mbps = ADSL interface: RJ-11 connector for connection to
= ADSL full rate downstream: up to 24 Mbps / 24/26 AWG
upstream: up to 1Mbps = LAN interface: RJ-45 port for 10/100BASE-T Ethernet
connection
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